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Overview 
About the Document 
How to use this document 
This document is to be used as a guide for leading a training on cyber security awareness. The 
order of topics is strategic and outlines the talking points for each slide in the presentation. A 
section is available at the end which references additional resources if the trainer wishes to read 
more about the specific topics covered. 
Links to outside sources, including the video clips included within the presentation, are noted with 
each slide. 
Time estimations are included for each section. Where reasonable, sample wording is provided 
to introduce a topic but is there only as a guide for a new facilitator. Each topic includes key 
points.  
The guide is organized in the same order as the slide presentation. It provides snapshots of each  
slide throughout the document.   

 

About the Training 
Training Schedule Overview 
 

Time Section 
30 minutes Welcome and icebreaker activity (if in-person) 
 Introduction to topic 
1.25 hours Social engineering scams and attacks 
15 minutes Break 
1.5 hours Social engineering prevention strategies 
1 hour Lunch 
1 hour Social media compromise and safety 
15 minutes Break 
30 minutes Stay cyber-safe when working remotely 
15 minutes Closing remarks 

 
Objectives for this Training 
 
The participants will: 
• Be able to identify common social engineering tactics and how to avoid them. 
• Know what it means to be safe when engaging in social media. 
• Understand how to stay protected while working (and playing) online.  
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Participants 
This is a bi-yearly training intended to be delivered to all employees once per year and for new 
hires as part of the new employee orientation conducted during their start week. Employees 
are required to complete this training regardless of their position. 

 
Delivery 
This training is designed to be flexible enough to be delivered in person or online using 
Microsoft Teams. PowerPoint slides are provided to direct the training session. In either case, a 
wireless or hard-wire connection is required to be able to view the training videos and online 
learning activities embedded into the PowerPoint presentation.  
In addition, there are a few sections where options are presented for different activities. The 
trainer may use one, some, or all of the options (if desired). 
 
Pre-Training Preparation 
In preparation for training on this topic, it is recommended that the trainer review the information 
on the following websites: 

• National Cybersecurity Alliance: https://staysafeonline.org/cybersecure-business/ 
• Stop. Think. Connect. https://stopthinkconnect.org/ 
• Anti-phishing Work Group: https://apwg.org/ 
• Cybersecurity & Infrastructure Security Agency: https://www.cisa.gov/publication/cisa-

cyber-essentials 
• Center for Development of Security Excellence: 

https://www.cdse.edu/Training/Cybersecurity/ 
 

 

  

https://staysafeonline.org/cybersecure-business/
https://stopthinkconnect.org/
https://apwg.org/
https://www.cisa.gov/publication/cisa-cyber-essentials
https://www.cisa.gov/publication/cisa-cyber-essentials
https://www.cdse.edu/Training/Cybersecurity/
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Preparation & Planning 
Preparation Checklist 
□ Complete pre-training preparation. 
□ Prepare participant workbooks. 
□ Prepare activity handouts. 

□ Email participant workbook and activity handout if session will be conducted online. 

□ For in-person training only: Procure Lego bricks of various sizes (10 per person attending).  

□ Review presentation slide deck. 

Agenda 
Time Section 
30 minutes Welcome and icebreaker activity (if in-person) 
30 minutes Introduction to cybersecurity awareness 
 What is the difference between the internet and 

the dark web? 
 Surprising social engineering statistics 
 Amazing social media statistics 
1.75 hours Social engineering scams and attacks 
 Phishing 
 Vishing 
 Smishing 
 Business Email Compromise 
 Quid pro quo attacks 
 Scareware 
 Watering hole attack 
 What to do if you become a victim 
15 minutes Break 
1 hour Social engineering prevention strategies 
30 minutes Learning checkpoint  
1 hour Lunch 
1 hour Social media compromise and safety 
 Facebook 
 LinkedIn 
 Twitter 
30 minutes Learning checkpoint 
15 minutes Break 
30 minutes Stay cyber-safe when working remotely 
15 minutes Closing remarks 
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Facilitator Guide 
Welcome & Introductions (30 minutes) 
 
 

Description 

Sections 

Materials 

 
The welcome and introduction  

 
• Welcome statement from trainer (5 minutes) 
• Ice breaker activity (if in-person session) (25 minutes) 

 
□ Participant workbooks 
□ Facilitator presentation & notes 
□ Legos (for in-person session only) 

 

Welcome (5 minutes) 

 
OVERVIEW Introduce the trainer to the group. 

 

EXAMPLE SCRIPT 
 
Please note: The example script is just a guide. This is meant to provide the newer 
presenter an idea of what could be said. This script may be adapted to the 
presenter’s own style and voice.   

 
Example: 
"Good morning and welcome! My name is _______ and I'm so excited to be 
leading this training today. I have been with the company for _____ years. 
Some of my credentials include…. 
 
This training is designed to provide you with the knowledge and tools you 
need to be security-aware while you’re on the internet and/or working 
remotely.  

 
You can expect a lot of information, interesting videos, practice, and self-
paced learning activities.  

 
After today, you'll have the opportunity to take what you learned and apply   
it right away whether it’s here at work, working from home, or in your 
day-to-day personal activities.  

 Discussion Starter: 
Who can tell me one thing they're looking forward to learning about 
today?  
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Icebreaker - Introductions (25 minutes) 
 

OVERVIEW Introduce participants to each other. 

OBJECTIVES Participants have a positive attitude toward topic. 
 

ACTIVITY Each participant gets a set of 10 LEGO bricks (identical sets to everyone – a 
few items, around 5-10 bricks per person will suffice). Everyone builds 
something that relates to the topic of cybersecurity.  

Afterwards, everyone gets 30 seconds to explain what their building means 
(e.g ‘My Home’, ‘Interesting Experiment’, ‘The coolest computer ever’) and how 
it relates to the topic of cybersecurity.

 
EXAMPLE             SCRIPT 

Please note: The example script is just a guide. This is meant to provide the newer 
presenter an idea of what could be said. This script may be adapted to the 
presenter’s own style and voice. 
 
For example: 
1. Distribute LEGO kits. 
2. Spend 5-10 minutes building something that relates to the topic of 

cybersecurity.  
3. After 5-10 minutes, we will come back together and each person will 

have 30 seconds to introduce themselves (name, title, department) 
and explain the object they built with their LEGOs. 

 
For example: 

"To kick off the day, we're going to be playing with LEGOs! For the first 
part of this activity you are going to take 5 to 10 of your LEGOs and build 
something that relates to the topic of cybersecurity.  

You will have 5 to 10 minutes to do this, depending on when people 
finish. Afterwards, each of you will get 30 seconds to introduce yourself. 
You’ll tell us your name, title,and department. Then you will explain what 
your LEGO structure is and how it relates to cybersecurity.” 
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Introduction to cybersecurity awareness (30 minutes) 
 
 

Description  Introduce the topic of cybersecurity awareness.  
 
Sections Difference between the internet and the dark web (10 minutes) 
   Surprising social engineering statistics (10 minutes) 
   Alarming social media statistics (10 minutes) 
       
Materials □ Facilitator presentation & notes 

 
Difference between the internet and the dark web (10 minutes) 

 
     OVERVIEW  Discuss the difference between the internet and the dark web. 
 

 
KEY TAKEAWAYS 

 
• The Internet is what we know as “surfing the web” or browsing with 

Google, Duck Duck Go, Bing, Safari, and other browsers. 
• Browsers have their own indexes of the web. 
• The Internet is too large to be fully indexed and the sites that do not get 

indexed are categorized as the Deep Web. The Deep Web is NOT 
malicious. 

• The Dark Web is a sub internet of the Deep Web. It is also not indexed. It 
is extremely private and access can only be done through special types of 
browsers. The Dark Web can be VERY malicious and is where illegal 
activities are conducted. 
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Surprising social engineering statistics (10 minutes) 
 

     OVERVIEW  Discuss how much data is worth on the dark web. 
 
 

 
 

KEY TAKEAWAYS 
 

• There are three ways personal information is sold on the Dark Web: a 
single record, in bulk, or bundled. 

• Four factors that influence the cost of personal information: the type of 
information, supply and demand, values of the harvested financial 
accounts, and whether or not the data can be reused. 
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Amazing social media statistics (10 minutes) 
 

OVERVIEW  Understand the magnitude of social media. 
 

 
KEY TAKEAWAYS 

 
• With the millions of social media accounts is growing at an exponential 

rate but so are opportunities for fraud and data breaches.  
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Social Engineering Awareness (1 hour, 45 minutes) 
 
 

Description  Identify social engineering tactics 
 
Sections Phishing (20 minutes) 
   Vishing (10 minutes) 
   Smishing (10 minutes) 
   Business email compromise (20 minutes) 
   Quid pro quo attack (10 minutes) 
   Scareware (10 minutes) 
   Watering hole attack (10 minutes) 
   What to do if you become a victim (15 minutes)     
  
Materials □ Facilitator presentation & notes □ Update pie chart graphic with the latest information from 

https://blog.knowbe4.com/topic/top-clicked-phishing-email-subjects. 
New statistics are published each quarter. Use Windows snipping tool 
to grab the pie chart information only. 

 
Phishing (20 minutes) 
 

OVERVIEW  Understand what phishing scams are and why they work. Scammers use 
email to get your sensitive information.  Email messages look identical to 
ones from trusted sources like organizations and people you know.  

 
 

What is phishing? 
https://youtu.be/Y7zNlEMDmI4 
 VIDEO – 2 minutes, 56 seconds 

 
 

KEY TAKEAWAYS 

https://blog.knowbe4.com/topic/top-clicked-phishing-email-subjects
https://youtu.be/Y7zNlEMDmI4
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• Phishing is a way of trying to gather personal information using deceptive 

emails and websites. 
• Scammer poses as a trusted entity (e.g. person, business, bank, doctor) 

and tricks victim into providing personal information (e.g., credit card 
information, account numbers, usernames, passwords). 

• Uses fake login pages and email requests. They look VERY real. 
• Scammers continue to find new tactics to trick their victims. 
• Sometimes offer free items and then tell the victim they need to provide 

some personal information to be able to receive it. 
 

 
 

KEY TAKEAWAYS 
 

• Scammers impersonate popular brands. Google, Amazon, and WhatsApp 
are the top three brands used in phishing scams. 
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Note: Update this slide with this quarter’s information. Instructions 
available in preparation details for this section. 

 
KEY TAKEAWAYS 

 
• Scammers impersonate popular brands. Google, Amazon, and WhatsApp 

are the top three brands used in phishing scams. 
• Scammers manipulate their victims through different types of emails. The 

most popular is business-related email at 25% and the least popular is 
using current events (2%). 
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Vishing (10 minutes) 
 

OVERVIEW  Understand what vishing attacks are and why they work. Vishing is 
phishing but with using voice messages.  

 
Security Awareness Episode 6: Vishing 
https://youtu.be/Hc01oZPvByg] 
VIDEO – 2 minutes, 25 seconds 

 
 

 
 

KEY TAKEAWAYS 
 

• Vishing is phishing but via voice calls and messages instead.  
• Scammers can purchase spoofed phone numbers and blast out messages 

containing malicious links. 
• Do not share personal or company information with someone you are 

unfamiliar with or are from untrusted sources. 
• Report suspicious calls or messages to IT security. 

 
  

https://youtu.be/Hc01oZPvByg
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Smishing (10 minutes) 
 

OVERVIEW  Understand what smishing attacks are and why they work. Smishing is 
similar to phishing except it is done using SMS text messages. Scammers 
purchase spoofed phone numbers and blast out messages containing 
malicious links. 

 
What is smishing? 
https://youtu.be/ZOZGQeG8avQ 
VIDEO – 3 minutes, 36 seconds 

 

 
 

   KEY TAKEAWAYS 
 

• Smishing is similar to phishing except it is done using SMS text messages. 
• Scammers purchase spoofed phone numbers and blast out messages 

containing malicious links. 
• Malicious links install malware, share personal information or give away 

money. 
• Smishing scams are more successful than phishing scams – 98% of text 

messages are read with a 45% response rate vs. email where 20% are 
read with a 6% response rate. 

• Text messaging is easier for the scammer because of the general lack of 
security on cell phones. 

• Banking smishing is the most lucrative tactic. 
• Scammers exploit the victim’s greed or desperation. 
• Pretending to be collecting money for a cause is a popular tactic. 

 
  

https://youtu.be/ZOZGQeG8avQ
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Business Email Compromise (20 minutes) 
 

OVERVIEW  Understand what a business email compromise scam is and why this 
tactic works. There are two types: impersonation and account 
compromise.  
 
In an impersonation type of scam, the scammer uses a spoof email to 
pose as an employee or a trusted vendor or customer. The scammer will 
ask their target to send them payments, change payroll and direct deposit 
information, or to share other sensitive information.  
 
In an account compromise, a hacker gains access to a legitimate 
employee’s email address and then sends and replies to emails as the 
employee (e.g., to other employees, customers, and vendors) that include 
malicious code. 

 
 

Business Email Compromise Scams Simplified 
https://youtu.be/h3ipCcndlq0 
VIDEO – 3 minutes, 34 seconds 

 

 
   KEY TAKEAWAYS 

 
 A form of theft done via email attempting to get businesses to perform 

fraudulent wire transfers, ACH transfers, or check payments. 
 There are two types of (BEC): Impersonation and account compromise. 

• Impersonation type: spoof emails to pose as employees or trusted 
vendors and clients. Scammer asks victim to send fraudulent 
payments, change payroll, direct deposit information, or share 
sensitive information. 

• Account compromise: Hackers gain access to a legitimate 
employee email address. Scammers pose as the employee and 

https://youtu.be/h3ipCcndlq0
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can reply to and send emails company-wide (to clients, vendors, 
etc.), containing malicious code. 

 Phishing and malware attacks are sent to the victim through either a 
hyperlink or an infected attachment. If clicked or opened, the thief gains 
control of the victim’s email account. 

 The average bank robber may score $3,800 in a single robbery but the 
average takeaway from a BEC scam is more than $130K. 

 In 2018 FBI reported $12.5 billion loss due to BEC scams and 78K 
reported incidents. 

 Report this type of incident immediately! The chance of recovering the 
stolen money is unlikely after 72 hours. 

 Prevention tactic is security awareness training, implementing 2-factor 
authentication, changing passwords regularly. 

 Never assume a financially-related request is legitimate.  
 
Quid Pro Quo Scam (10 minutes) 
 

OVERVIEW  Understand what a quid pro quo scam is and why this tactic works.  
 

 
   KEY TAKEAWAYS 

 
 “Give and take” exchange type of scam. 
 Preys on the fact that humans obey the law of psychological reciprocity. 
 Most popular scam scenario is where the scammer pretends to be from an 

IT department or technical service provider and offer incentives (e.g. 
speed up your internet or fix computer problem you’re having). 

 They will ask you to create a free account or to provide/verify your login 
credentials and then take the information to use against you, sell on the 
dark web, or install malware for an even larger attack. 

 Precursor to a phishing or ransomware attack. 
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Scareware (10 minutes) 
 

OVERVIEW  Understand what scareware is and why this tactic works.  
 

 
 

KEY TAKEAWAYS 
 

 Also known as fraudware, deception software, or rogue scanner software. 
 Gets victim to believe there is some type of imminent danger or threat if 

they don’t comply with the scammers request. 
 Example: victim gets a pop-up that they have a virus. Click the button to 

start a virus scan. The victim gets a virus instead. 
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Watering Hole Attack (10 minutes) 
 

OVERVIEW  Understand what a water hole attack is and why this tactic works. Hackers 
infect a site that you regularly visit but when you visit it, your system 
becomes automatically infected. It can also look like a spoofed site where 
you enter your credentials (e.g. password and username) that go directly 
to the hacker.  
 
How a watering hole attack works 
https://youtu.be/nNzUg_gW1tI 
VIDEO – 3 minutes, 14 seconds 

 

 
KEY TAKEAWAYS 

 
 People fall victim to a spoofed website, inadvertently giving the attacker 

their credentials, passwords, bank account numbers, usernames. 
 Hackers find a vulnerability in the coding of a website and exploits it to 

install malware.  
 A victim visits the site, gets infected with the malware which gives the 

hacker control over the victim’s computer to do whatever they want. 
 
  

https://youtu.be/nNzUg_gW1tI
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What to do if you become a victim (15 mins) 
 

OVERVIEW  Sometimes social engineering scams and attacks look so real that you can 
be fooled no matter how hard you try. What should you do if you become a 
victim?  

 
   KEY TAKEAWAYS 

 
 If this occured using a work email account, report it immediately to the IT 

Security hotline or click on the “Phish Report” button on your email task 
bar. 

 If this occurred using a personal email account, change your passwords 
for as many accounts as you have AND file a report with the Federal 
Trade Commission (FTC) at https://reportfraud.ftc.gov/#/. 
 

BREAK 
(15 Minutes) 

 
  

https://reportfraud.ftc.gov/#/
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Social Engineering Prevention Strategies (1 hour) 
 
 

Description  Strategies for preventing social engineering scams and attacks. 
 
Sections Social Engineeing Prevention Strategies (1 hour, 15 minutes) 
       
Materials □ Facilitator presentation & notes 

 
Prevention Strategies (1 hour) 
 

OVERVIEW  Stop the social engineering scams and attacks before they start.  
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Security Awareness Episode 1: Passwords 
https://youtu.be/0Wd3JoUHXno 
VIDEO – 3 minutes, 9 seconds 

 

 

https://youtu.be/0Wd3JoUHXno
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KEY TAKEAWAYS 

 
 Password strength is related to length and complexity. 
 Passwords should be at least 8 to 12 characters. 
 Use upper and lower case letters, numbers and symbols to make the 

password complex. 
 Don’t use any words that can be found in the dictionary. 
 Don’t reuse a password that you had in the past. 
 Don’t store your passwords in spreadsheets or in the cloud unless you are 

encrypting the file or putting a password on it. 
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Learning Checkpoint  #1 (30 minutes) 
 

Description  Fake or Real email quiz 
       

Materials □ Facilitator presentation & notes □ 3 to 5 giveaway prizes depending on number of participants 
 
Phishing IQ Test 
https://www.phishingbox.com/phishing-iq-test 
 

 
  

   FACILITATOR NOTES 
 
Participants will take the quiz online. Prizes can be given out for a number 
of things. Some suggested prize winners:  highest score, quickest finisher, 
department with the most people attending, etc. 
 

   EXAMPLE             SCRIPT 
Please note: The example script is just a guide. This is meant to provide the 
newer presenter an idea of what could be said. This script may be adapted 
to the presenter’s own style and voice. 
 
For example: 
"If everyone would go to the website noted on the slide for our 
Phishing IQ Test. There’s going to be some prizes involved here. So, 
do your best! Everyone has 15 minutes to complete the test. At the 
end, please note your score. 
 
We’ll circle back after the 15 minutes are up and find out who our 
winners are.  
 
 

https://www.phishingbox.com/phishing-iq-test
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[AFTER 15 MINUTES…] 
“How did everyone do? Everyone stand up. If you had 5 or less right, 
please sit down. If you had 6 right, please sit down. If you had 7 right, 
please sit down. If you had 8 right, please sit down. If you had 9 right, 
please sit down. If you had all of them right, you are the winner!“ 
[GIVE A PRIZE TO THE WINNER AND THE RUNNER-UP] 
 
[REVIEW THE CORRECT ANSWERS WITH THE GROUP] 

 
LUNCH BREAK 

(1 hour) 
 

Social Media Compromise and Safety (1 hour) 
 
 

Description  Learn how social media accounts can be hacked. Keep them out! 
 
 
Sections Facebook (20 minutes) 
   LinkedIn (20 minutes) 
   Twitter (20 minutes) 
     
Materials □ Facilitator presentation & notes 

 
Facebook (20 minutes) 
 

OVERVIEW  Find out how hackers can hack your Facebook account. You can be 
proactive to prevent from becoming a victim. 

 
Ten Things You Should Never Share on Facebook 
https://www.youtube.com/watch?v=v_MejDubxtQ 
VIDEO – 9 minutes, 11 seconds 
 

https://www.youtube.com/watch?v=v_MejDubxtQ
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KEY TAKEAWAYS 

 
 Remove your phone number if you have it posted on your Facebook page. 
 Remove people you no longer stay in contact with. 
 Everything (including your preferences) that Facebook knows about you is 

used for advertising. 
 Whatever you Google can end up as Facebook suggestions. 
 Go to www.facebook.com/ads/preferences/edit to turn off those 

preferences off.  
 Disable Facebook’s facial recognition feature or edit the “who sees tag 

suggestions” preferences. You may be tagged in photos you don’t want to 
be associated with and not know it. 

 Resist the urge to post location check-ins. Your Facebook friends and 
strangers will know where you are. 

 Disable your relationship status. 
 Having your birthday posted for everyone to see is information that can be 

used to access your bank and other personal accounts. Keep your 
birthday private. 

 Do not post any updates while you are on vacation. Anyone who can see 
your Facebook profile will know you are gone. It increases the liklihood of 
your house getting broken into. Insurance companies have been known to 
refuse burglary claims once they found out the homeowner was 
broadcasting that he or she was out of town. 

http://www.facebook.com/ads/preferences/edit
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Extracted from:  
https://www.cdse.edu/Portals/124/Documents/jobaids/cyber/cyb-facebook-
smartcard.pdf?ver=9evqdckfQgOngmwL7OHMOA%3d%3d 
 
 

 
Extracted from:  
https://www.cdse.edu/Portals/124/Documents/jobaids/cyber/cyb-facebook-
smartcard.pdf?ver=9evqdckfQgOngmwL7OHMOA%3d%3d 

  

https://www.cdse.edu/Portals/124/Documents/jobaids/cyber/cyb-facebook-smartcard.pdf?ver=9evqdckfQgOngmwL7OHMOA%3d%3d
https://www.cdse.edu/Portals/124/Documents/jobaids/cyber/cyb-facebook-smartcard.pdf?ver=9evqdckfQgOngmwL7OHMOA%3d%3d
https://www.cdse.edu/Portals/124/Documents/jobaids/cyber/cyb-facebook-smartcard.pdf?ver=9evqdckfQgOngmwL7OHMOA%3d%3d
https://www.cdse.edu/Portals/124/Documents/jobaids/cyber/cyb-facebook-smartcard.pdf?ver=9evqdckfQgOngmwL7OHMOA%3d%3d
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LinkedIn (20 minutes) 
 

OVERVIEW  Find out how hackers can hack your LinkedIn account. You can be 
proactive to prevent from becoming a victim. 
 

 
How I was Hacked on LinkedIn: A True Story 
https://www.youtube.com/watch?v=GW_DLLjvrsc  
VIDEO – 1 minute, 53 seconds 

 
   KEY TAKEAWAYS 

 
 Make sure you turn on two-factor authentication. 
 Go through the recommended LinkedIn privacy and safety settings to 

ensure your privacy and reduce the likelihood of becoming a scam victim 
or being hacked. 

https://www.youtube.com/watch?v=GW_DLLjvrsc


Page | 28 
Cybersecurity Awareness Training 
Facilitator’s Guide 

 
Extracted from:  
https://www.cdse.edu/Portals/124/Documents/jobaids/cyber/LinkedIn_Sma
rtcard_Trifold.pdf?ver=usUl51YI2RgfIFiErhxeRg%3d%3d 

 
Twitter (20 minutes) 
 
      OVERVIEW    Find out how hackers can hack your Twitter account. You can be proactive 

  to prevent from becoming a victim. 

 
Extracted from:  

  https://www.cdse.edu/Portals/124/Documents/jobaids/cyber/cyb-twitter-
smartcard.pdf?ver=r6-OLp-b8A5YA_rQ9sI2AQ%3d%3d 

https://www.cdse.edu/Portals/124/Documents/jobaids/cyber/LinkedIn_Smartcard_Trifold.pdf?ver=usUl51YI2RgfIFiErhxeRg%3d%3d
https://www.cdse.edu/Portals/124/Documents/jobaids/cyber/LinkedIn_Smartcard_Trifold.pdf?ver=usUl51YI2RgfIFiErhxeRg%3d%3d
https://www.cdse.edu/Portals/124/Documents/jobaids/cyber/cyb-twitter-smartcard.pdf?ver=r6-OLp-b8A5YA_rQ9sI2AQ%3d%3d
https://www.cdse.edu/Portals/124/Documents/jobaids/cyber/cyb-twitter-smartcard.pdf?ver=r6-OLp-b8A5YA_rQ9sI2AQ%3d%3d
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KEY TAKEAWAYS 

 
 Apply the recommended privacy settings as described by the Center for 

Development of Security Excellence.  
 

Learning Checkpoint  #2 (30 minutes) 
 
 

Description  Option 1: Magic 8 Ball Game 
   Option 2:  Cybersecurity Trivia 
   Option 3:  Cybersecurity Crossword Puzzle 
       
Materials □ Facilitator presentation & notes □ Option 1: Magic 8 Ball PowerPoint file □ Option 2: 

https://securityawareness.usalearning.gov/cdse/multimedia/games/cy
bertrivia/index.html# □ Option 3: 
https://securityawareness.usalearning.gov/cdse/multimedia/games/cyber
security-crossword/index.html 

 
 
  OPTION 1 

 
   FACILITATOR NOTES 

 
This activity runs as part of the PowerPoint presentation. The questions 
can be changed, more questions can be added, other questions can be 
deleted; instructions to do this are included within the slide presentation.  
 

https://securityawareness.usalearning.gov/cdse/multimedia/games/cybertrivia/index.html
https://securityawareness.usalearning.gov/cdse/multimedia/games/cybertrivia/index.html
https://securityawareness.usalearning.gov/cdse/multimedia/games/cybersecurity-crossword/index.html
https://securityawareness.usalearning.gov/cdse/multimedia/games/cybersecurity-crossword/index.html
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This game is meant as a review of the concepts discussed thus far in the 
training.  
 

• The facilitator will ask the Magic 8 ball the question.  
• Participants respond with what they think is the answer.  
• Clicking on the [ASK] button reveals the correct answer.  
• Clicking again on the [NEXT] button reveals the next question to 

be asked of the Magic 8 Ball.  
• Based on the response from the participants, this gives the 

facilitator the opportunity to revisit topics that may not be clear. 

 
  OPTION 2 

 
FACILITATOR NOTES 

 
The link on the slide 
https://securityawareness.usalearning.gov/cdse/multimedia/games/cybertri
via/index.html# will take the facilitator to the website where the Trivia 
Wheel is located.  
 
 
 
 

  

https://securityawareness.usalearning.gov/cdse/multimedia/games/cybertrivia/index.html
https://securityawareness.usalearning.gov/cdse/multimedia/games/cybertrivia/index.html
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This game is meant as a review of the concepts discussed thus far in the 
training.  
 

• Click on the [SPIN THE WHEEL] button. 
• The wheel will spin and stop on a category (see example): 

 
• Click on the [TAKE THE QUIZ!] button. 
• The quiz is five questions. Each question provides choices for an 

answer: 

 
• Ask the participants what they think the answer is and then click 

on the button that they think is the answer. 
• After going through all five questions a score is given: 

 
• The facilitator can then click on the link to spin the wheel again to 

try another category. 
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OPTION 3 

 
   FACILITATOR NOTES 

 
The link on the slide 
https://securityawareness.usalearning.gov/cdse/multimedia/games/cybersecur
ity-crossword/index.html will take the facilitator or participant to the website 
where the crossword puzzle is located.  
 
This game is meant as a review of the concepts discussed thus far in the 
training. It can be run as a discussion or an individual activity. 

 

BREAK 
(15 Minutes) 

 
 
  

https://securityawareness.usalearning.gov/cdse/multimedia/games/cybersecurity-crossword/index.html
https://securityawareness.usalearning.gov/cdse/multimedia/games/cybersecurity-crossword/index.html
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Stay cyber-safe when working remotely (30 minutes) 
 
 

Description  Tips while working (or playing) online. 
 
 
Sections Tips for being cyber-safe working remotely (30 mins.) 
     
Materials □ Facilitator presentation & notes 

 
 

How to Stay Safe Online While Working from Home 
https://youtu.be/DRTWeqPpM2s 
VIDEO – 1 minute, 39 seconds 

https://youtu.be/DRTWeqPpM2s
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 Adapted from: https://www.wizer-training.com/guides/work-from-home 

 
   FACILITATOR NOTES 

 
Use the bullet points to guide a discussion on the tips for working from 
home.  
 
Do the participants have any others they would like to share? 

 

https://www.wizer-training.com/guides/work-from-home
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Closing Remarks (5 minutes) 
 
Description  Thank attendees for participating and direct them to the additional 

resources. 
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