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1.1.4. High Priority Security Resources (on premise) 
 

1.1.4.1  Security Facilities 
 

The server room is the single onsite facility that has a high priority as it 
relates to information security. 
 

1.1.4.2  Security Hardware and Devices 
 
    The firewall and all on-premise servers are high priority security assets. 

 
1.1.4.3  Security Personnel 
 

The IT Director is considered high priority security personnel, as this 
person is the most familiar and knowledgeable of the status of IT security 
systems that are in place on site. 
 

1.1.5 Security Roles and Responsibilities 
 

Cybersecurity roles are managed by the State of Wisconsin. The IT director and 
school district administrator serve as a cybersecurity liaisons between the school 
district and the State. 

  
    1.2 Business Environment  

 
 1.2.1 Mission, objectives, activities, and stakeholders 

 
Mission Statement:  

 
1.2.2 Current environment 
 
 The current environment consists of the following items of note: 

 
§ The current superintendent has a strong financial background and is focused on 

a priority budgeting approach whereby money is saved through strategically 
timed investing and maximizing operating funds. 

§ The goal is to keep the community engaged through communicating and creating 
programs that serve the entire village of . 

§ A focus is being placed on providing modern educational spaces, technology, 
and programs. 

§  public schools wants to make all families feel proud to be a part of a 
strong, tight-knit community. 

§ The school district is committed to ensuring that all students are able to learn in a 
physically safe environment.  

§ The school district is currently involved in the strategic planning process. It will be 
designed to address immediate and long-term needs of the school while also 
reducing the financial impact on district residents and improving program 
offerings for students. 
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1.2.3 Stakeholders 
 

Stakeholders include: 
 

§ Students 
§ Faculty 
§ Administration/Office employees 
§ School board 
§ Parents 
§ Village residents 

 
1.2.4 Approach to Cybersecurity 
 

 1.2.4.1  Cybersecurity infrastructure priorities 
    
   At this time, infrastructure priorities include: 
 

• Cybersecurity awareness training; 
• Determining when it is worthwhile to use third party services; and 
• Budgeting  

 
 1.2.4.2  Critical functions, services, and dependencies 
 

 High School is dependent on the decisions made at the state 
government level for identifying critical functions, services, and 
dependencies. It  is recommended that the school district request this 
documentation from the State of Wisconsin. However, it is highly advised that 
the school district conduct its’ own analysis since its size and location present 
unique challenges. The Analysis of Critical Infrastructure Dependencies and 
Interdependencies offers an excellent approach to completing this task (U.S. 
Department of Energy, 2015)..     

 
 1.2.3 General Resilience Requirements 
 

Resiliency requirements are addressed throughout this document including topics 
on business continuity, disaster recovery, and risk assessment. 

 
   1.3 Governance Framework 
 

 High School defers to the policies and procedures provided by the State of 
Wisconsin’s Board of Education policies and procedures which are aligned with state and 
federal laws. 
 
To the knowledge of the IT Director at the high school, no formal vulnerability or risk 
assessments have been performed at the high school level. The school district 
administrator is designated to oversee governance. Threats and vulnerabilities are 
monitored via the State of Wisconsin.  
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1.3.2  Cybersecurity Risk Management 
 

1.3.2.1  Establish a cybersecurity policy and define how it will be communicated. 
 

Cybersecurity policies are mandated through the State of Wisconsin Board of 
Education. Policies exist for the following:  
 

§ Acceptable use 
§ Privacy 
§ Email 
§ Password protection 
§ Internet usage 
§ Social engineering awareness 

 
Communication of these policies is available via internet by going to 

.  
 
These policies are reviewed on a once-per-year basis. 

 
  1.3.2.2  Cybersecurity Alignment  
 

Aligning cybersecurity with the various functions within the high school can 
be best accomplished by making sure cybersecurity risk is a required 
consideration when it comes to all decisions that need to be made. As the 
school budget does not allow for the hiring of a cybersecurity professional to 
make sure this happens, the minimum expectation is to have all staff share in 
the responsibility. When making any decisions one question should always 
be, does this create any cybersecurity risk? 

 
As the school district strives for the schools to be an integrated part of the 
community, consideration should be made for a volunteer from the 
community who has cybersecurity experience and can be that voice at every 
meeting. 

 
  1.3.2.3  Legal and Regulatory Requirements 

 
The school district is bound by the following legal and regulatory 
requirements as they relate to cybersecurity: 

§ Sections 1232f through 1232i, 7165 and Title 34 C.F.R. Part 99 of the 
Family Educational Rights and Privacy Act (FERPA) are aimed at 
protecting the privacy of student records. This law applies to all 
schools, public or private, elementary or secondary. This law prohibits 
educational institutions from releasing any personally identifiable 
information (PII) without the written consent from parents and eligible 
students. 
 

§ Health Insurance Portability and Accountability Act (HIPPA) requires 
educational institutions to protect student health information such as 
insurance and health issues. 
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§ Children’s Internet Protection Act (CIPA) addresses concerns about 
children’s access to inappropriate content. This requires educational 
institutions to adopt an internet safety policy indicating the measures 
that will be taken to ensure protection for children from content that is 
harmful. It also mandates educating students about appropriate online 
behavior. 
 

§ Wisconsin Data Breach Notification Law is an overarching mandate 
that organizations, including cities, towns, villages and counties must 
notify individuals in the event of a data breach. This includes student, 
as well as personnel information. 
 

§ Wisconsin Act 79 changed the E-Cycle Wisconsin program to require 
public and private elementary and secondary schools in e-cycling 
electronic devices and accessories.  

§ Wisconsin Statute § 103.13 requires employers to allow employees to 
access any records that the employer keeps about an employee, subject 
to certain exceptions.  

§ Wisconsin Statute § 19.36(1) is concerned with confidentiality as it puts 
limitations upon access and withholding of data records. 

§ No Child Left Behind Act of 2001, Section 9528, 20 USC §7908 
requires educational institutions to provide the names, addresses and 
phone numbers of male and female 11th and 12th grade students if 
requested by military recruiters or institutions of higher education. 

§ Student and Staff Network and Internet Acceptable Use and Safety 

§ H.R. 4577, P.L. 106-554, Children's Internet Protection Act of 2000 

§ 47 U.S.C. 254(h), (1), Communications Act of 1934, as amended 

§ 20 U.S.C. 6801 et seq., Part F, Elementary and Secondary Education Act 
of 1965, as amended 

§ 18 U.S.C. 2256 

§ 18 U.S.C. 1460 

§ 18 U.S.C. 2246 

§ 76 F.R. 56295, 56303 (for staff only) 
 

   1.4 Threats and vulnerabilities 
 
 1.4.1  Vulnerabilities 
 

A risk occurs when a threat exploits a vulnerability and causes a negative impact to the 
organization. Therefore, the first step to a risk assessment involves identifying the 
vulnerabilities that can be exploited by a threat. When a threat coincides with a 
vulnerability it is categorized as a risk.  
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1.5 Risk Management Strategy 
  
 Each risk will take on a different strategy. These strategies are: 
 

• Acceptance: The risk is accepted and no action will be taken to mitigate it.  
• Transference: Risk is transferred to a third party (i.e. insurance). The risk itself still 

exists. 
• Avoidance: Risk is eliminated by not taking any action that would make it occur. 
• Reduction: Risk is less severe because actions are taken to minimize it. 

 
1.6 Risk Management for Supply Chains  
 

1.6.1 Prioritized list of current suppliers for information systems, services, components 
 

All vendors are required to apply to be a supplier via the WISEdata program which 
operates under the U.S. Department of Education. School districts are restricted to 
using these vendors. 

 
1.6.2 Alternative providers for various systems, services, and components that support 

business critical functions 
 

All vendors are required to apply to be a supplier via the WISEdata program which 
operates under the U.S. Department of Education. School districts are restricted to 
using these vendors. 

 
 1.6.3 Alternative provider selection criteria 
 

Alternative providers shall be chosen based on the following criteria: 
 

§ Knowledge and experience with the hardware that is used by the high school. 
§ Knowledge and experience with the application software that is used by the high 

school. 
§ OEM certifications held by technicians for the hardware and software that used 

by the school.  
§ The number of people within the company who have the required knowledge to 

support the system. Having many people with the knowledge reduces the 
possibility of sufficient response time to incidents. 

§ Capability to provide support remotely.  
 
 1.6.4 Alternate providers and disaster recovery testing 
 

Alternate providers will be informed of disaster recovery drills by Wisconsin 
Emergency Management. Dates for such drills will be coordinated with alternate 
providers to ensure their availability and review the goals and expectations of the 
simulation. 
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   2.2  Cybersecurity Awareness 
 

The State of Wisconsin Board of Education has developed a policy for enhancing 
cybersecurity awareness for both students and staff. This policy takes into account the 
requirements of the following federal and state laws and regulations: 

§ H.R. 4577, P.L. 106-554, Children's Internet Protection Act of 2000 

§ 47 U.S.C. 254(h), (1), Communications Act of 1934, as amended 

§ 20 U.S.C. 6801 et seq., Part F, Elementary and Secondary Education Act of 1965, as 
amended 

§ 18 U.S.C. 2256 

§ 18 U.S.C. 1460 

§ 18 U.S.C. 2246 

§ 76 F.R. 56295, 56303 (for staff only) 
 

In addition, The Wisconsin Department of Instruction offers a website with resources for 
developing cybersecurity awareness. The site, https://dpi.wi.gov/cyber-security, has 
information about cybersecurity resources, data privacy resources (including a data 
breach tabletop exercise), webinars, and tips. In addition, Infosec.IQ is contracted with 
the State of Wisconsin (and therefore, the Wisconsin Department of Instruction) to 
provide cybersecurity awareness training. 

 
   2.3  Data Security Management 
 
 2.3.1  Protection and Preservation of Data at Rest 
 

Daily backups are kept on site and off site. Exact location could not be revealed for 
security purposes. Backups to the cloud are also being conducted. 

 
 2.3.2  Protection and Preservation of Data in Transit 
 

Data in transit is protected via a hardware-based firewall. Cipafilter and GoGuardian 
are used for web filtering. 

 
 2.3.3  Asset End-of-Life Disposal 
 

According to school district policy, the following criteria is used to determine when  
IT devices need to be taken out of commission and physically disposed: 

 
1. repair parts for the equipment no longer readily available 
2. repair records indicate the equipment has no usable life remaining 
3. obsolete and no longer contributing to the educational program 
4. some potential for sale at a school auction 
5. creates a safety or environmental hazard 
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Any school-owned IT assets deemed to be disposed of, will be e-cycled through the 
E-Cycle Wisconsin program.  

 
2.3.4  Network Capacity 
 

Network capacity is more than sufficient. All on-premise servers have been 
substantially upgraded since the summer 2019. Exact numbers were not available at 
the time of this plan was published but can be obtained from the School District of 

. 
 

2.3.5 Maintenance and repair policies and guidelines for hardware 
 

The school district administrator has the overarching responsibility of making sure 
that school equipment is inspected, repaired and has a preventative maintenance 
plan in place. The plan includes a: 
 

§ regular summer program of equipment repair and conditioning; 
§ maintenance of a critical spare parts inventory; and  
§ an equipment replacement program. 

 
  2.4 Information Management 
 
 2.4.1  Information Security Policies, Processes and Procedures 
 
  2.4.1.1  System Development Life Cycle (SDLC) 
 

The System Development Life Cycle is implemented in a very loose manner. 
The high school does not have the capacity to develop its own systems. The 
SDLC is used to determine if a new system is required to create a solution for 
a recurring infrastructure problem. If the development of a new system is 
required, a third party vendor will be hired to design and test it. 

 
2.4.1.2  Configuration Change Control Management 
  

The IT director manages all on-premise IT infrastructure for the high school. 
In a formal change control process, this role serves as the change requester, 
implementer, reviewer, approver, and manager. Any configuration changes 
deemed necessary are documented into a change log spreadsheet that 
includes the date, system, nature of change to be made, and reason for 
change. This log is shared with the public school administration IT team. 
 

2.4.1.3  Data Backup Policy  
 

Documentation of a data backup policy is kept at the school district site but 
was unavailable to access at the time this plan was published. It is highly 
recommended that the IT director for the high school contacts the school 
district to obtain this information to ensure that the required backups are 
being performed.  
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The IT director confirms that daily backups are being performed and are 
secured both on site and in the cloud.  

 
 2.4.1.4  Data Destruction Policy 

 
The State of Wisconsin’s E-Cycle program requirement requires that any 
school-owned IT equipment that can no longer be used must be 
electronically recycled. The school district defaults to federal guidelines for 
data destruction policy due to all of the state and federal laws they must 
follow related to the treatment of data and personally identifiable information 
(PII). These state and federal laws are outlined in Section 1.3.2.3. 
 
Before any school-owned IT equipment is turned in for e-cycling, however, 
the hard drives need to be removed and sent to a vendor (to be determined) 
that will perform physical data destruction on these drives in accordance with 
NIST 800-88 (U.S. Department of Congress, 2014) specifications and 
provide certification of that destruction for audit purposes.  

 
2.4.1.5  Business Continuity and Incident Response Plan. 
 

The high school follows the school district’s school safety plan which includes 
IT services. 
 

  2.4.1.6 Disaster Recovery 
 

In the event of a disaster,  High School defers to the  School 
District which follows the plan outlined by Wisconsin Emergency Management 
(WEM). WEM “coordinates effective disaster response and recovery efforts in 
support of local governments. Through planning, training and exercising, WEM 
enhances the state’s ability to prepare for, mitigate, respond to, and recover from 
both natural and technological emergencies” (State of Wisconsin Department of 
Administration, 2017). 

 
The plan includes the following (at minimum):  

 
§ adequate equipment insurance; 
§ procedures used to backup all programs and data on a daily, monthly, 

quarterly, and year-end basis; 
§ backup storage off-site; 
§ maintenance agreements for hardware and software (including, but not 

limited to the operating system); 
§ a list of vendor contacts to be called for the immediate replacement of 

disabled equipment or corrupted software. 
 

2.4.1.7  Incident and Response and Business Continuity Testing 
 

All cybersecurity incidents are to be reported to the Wisconsin Cybersecurity 
Response Team (CRT) at crt@wisconsin.gov or 800-943-0003. Notifications of 
incidents affecting to the State of Wisconsin information technology infrastructure 
are communicated to the  School District’s district administrator and 

 High School’s IT director. 
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 2.5   Asset Maintenance 
 

The school district administrator has the overarching responsibility of making sure that 
school equipment is inspected, repaired and has a preventative maintenance plan in place. 
The plan includes a: 
 

• regular summer program of equipment repair and conditioning; 
• maintenance of a critical spare parts inventory; and  
• an equipment replacement program. 

 
  2.6 Technology Management 
 

2.6.1 Audit logs 
 
Audit logs for Active Directory and firewall are configured. Locally, logs are reviewed 
on an as-needed basis, rather than proactively. The IT director, network engineer, 
school district administrator have permissions to access this information. The State 
of Wisconsin’s BadgerNet infrastructure is monitored through AT&T Managed 
Services Division. 

 
2.6.2 Removable media 
 

Removable media restrictions have been put in place but are set as a precautionary 
measure since students, faculty, and staff utilize cloud computing. Students and 
faculty files are saved to a file directory in the cloud.  

 
2.6.3 Essential capabilities of systems 
 

All systems have been configured so that only the essential capabilities are enabled 
based on a user’s role in Active Directory.  

 
Detecting Anomalies 

 
3.1   Detect anomalies through event analysis 
 

Anomaly detection is important to identify network intrusions. It is necessary to “identify and 
take action on changing user needs, detect and mitigate malignant actors and behaviors, 
and take preventive actions to reduce costly repairs” (Kulandaivel & Irwin, 2020). To that 
end, alerts are set and monitored by BadgerNet personnel and AT&T Managed Services.   

 
 3.1.1   Baselines for network users and systems 
 

Before anomalies can be detected, it is important to know what typical network traffic 
and user activity looks like. Baselines have been created for the  High 
School network. They have been established and are managed remotely via 
BadgerNet and AT&T Managed Services. The exact information describing the 
baselines is not readily available. A special request for this information is required 
which needs approval by the school board and superintendent. This was unavailable 
at the time of this writing. 
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Respond to Incidents 
 

4.1  Respond to incidents by controlling steps 
 
  4.1.1 Establishment of incident response processes and procedures. 
 

Incident response processes and procedures have been established by the State of 
Wisconsin to be implemented by the individual school districts.  
 
4.1.1.1  Incident response plan 
 

The State of Wisconsin is responsible for all elements of the information security 
incident response (IR) plan including classification of cybersecurity incidents, 
threats, and vulnerabilities. Analysis, differentiation, and categorization of 
cybersecurity incidents are defined by the IR plan. In the event of an incident, 
employees may contact the Cyber Response Team at Wisconsin 
Cybersecurity Response Team (CRT) at crt@wisconsin.gov or 800-943-0003. 

 
  4.1.2  Establishment of business continuity processes and procedures. 

 
According to  School District policy #  regarding electronic data 
processing disaster recovery planning, the School District Administrator needs to have 
an electronic data processing disaster recovery plan. The plan includes documentation 
regarding: 

 
• Insurance policies; 
• Daily, monthly, quarterly, and year-end backup procedures; 
• Off-site data storage; 
• Maintenance agreements for all implemented hardware and software (including, 

but not limited to the operating systems used); and 
• Vendor contacts list.  

 
In the event of a disaster,  High School defers to the  School District 
which follows the plan outlined by Wisconsin Emergency Management (WEM). WEM 
“coordinates effective disaster response and recovery efforts in support of local 
governments. Through planning, training and exercising, WEM enhances the state’s 
ability to prepare for, mitigate, respond to, and recover from both natural and 
technological emergencies” (State of Wisconsin Department of Administration, 2017). 

 
4.2  Respond to incidents by coordinating action 
 
   4.2.1  Stakeholder communication and roles 
 

Coordinating messaging with internal stakeholders is necessary to ensure consistent 
and accurate information is being shared with necessary school, department, and 
agency personnel. The  School District administrator will be notified by a 
designated representative from the State of Wisconsin information security team of all 
incidents relevant to the school district.  
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The school district is small and therefore, the IT director manages information 
technology issues for the elementary and junior/senior high schools. The IT director is 
designated as a DPI statewide information security incident response team member. 

 
  4.2.2  Reporting criteria 
 

All cybersecurity incidents are to be reported to the Wisconsin Cybersecurity Response 
Team (CRT) at crt@wisconsin.gov or 800-943-0003. Notifications of incidents occurring 
to the State of Wisconsin information technology infrastructure are communicated to the 

 School District’s district administrator and  High School’s IT 
director. Incident communication from the State of Wisconsin Department of Public 
Instruction information security representative will include (as applicable): 

 
• What applicable groups, technologies, or processes are affected? 
• What systems and/or configurations are vulnerable? Does a patch exist?  
• Do automated mitigation methods exist?  
• What level of effort is required to mitigate?  
• How long will automated or manual mitigation methods take?  
• What tools or technologies are required to implement mitigation method(s)?  
• How does this effect unpatched systems? 
• What level of access is granted by vulnerability? 
• What group discovered it?  
• What identifiers exist (CVE, etc.)?  
• Describe prevalence of vulnerability among constituency, if able.  
• Have threat actors been identified?  
• What is the profile of technologies, processes, or people targeted by threat 

actors?  
• What, if any, blacklists are effective against threat actors?  
• Is the incident ongoing?  
• How long has the incident been in progress?  
• When were indicators of the incident detected?  
• What happened and what is the result of the incident?  

Adapted from Carnegie Mellon University  2020 
 
     4.3  Respond to incidents by analyzing the situation 
 

For incidents that affect  High School directly, the IT director is designated to contact 
the Wisconsin Cybersecurity Response Team (CRT) at crt@wisconsin.gov or 800-943-0003. As 
the  School District uses BadgerNet for its network infrastructure, benchmarks and 
baselines are pre-established and alerting structure is designated within the contract between 

 School District and BadgerNet. 
 
Upon notification to the IT director, the director will investigate alerts and work with BadgerNet 
to rectify the situation. The IT director will notify the school district administrator if further 
resources are necessary (e.g. forensic investigation, additional IT support). 
 
The State of Wisconsin is responsible for all elements of the information security incident 
response (IR) plan including classification of cybersecurity incidents, threats, and vulnerabilities. 
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Analysis, differentiation, and categorization of cybersecurity incidents are defined by the IR 
plan. All school districts are directed to the follow procedures of the IR plan as directed. 

 
     4.4  Respond to incidents by mitigating the damage 
 

The primary responsibility of containing, mitigating, and resolving cybersecurity incidents falls on 
the State of Wisconsin Department of Instruction information security department that 
disseminates cybersecurity vulnerabilities and threat notices to the individual school districts. 
The  School District will utilize the IT director to coordinate the mitigation of the 
damage caused by cybersecurity incidents and has the capability to engage the services of the 
designated third-party vendor. 

When deciding what route to take forensically during the remediation of an incident, it is 
important to preserve the state of the affected systems as if they will be something needed for 
legal purposes. At the time the incident is happening, the seriousness of the incident is not 
completely known. An incident may appear to be one thing but may be something altogether 
different; a forensics analysis of the systems involved will be required for incidents that are 
categorized at level one or two. 

    4.5  Respond to incidents by making improvements 
 

The State of Wisconsin Department of Instruction information security incident response 
team conducts quarterly tabletop scenarios and a live scenario once per year. All school 
districts in Wisconsin have a representative on the information security team.  
School District’s IT director is a member of that team and will coordinate with the district 
administrator to implement the necessary systems to conduct the live testing scenarios. 
 
Lessons learned from actual incidents, tabletop exercises, and live incident scenarios and 
business continuity exercises will be reflected in updated incident response and business 
continuity plans. All updates and trainings are managed by the State of Wisconsin 
Department of Instruction information security incident response team. 

5. Recovery from incidents 
 

Incident recovery processes and procedures come from the State of Wisconsin Department of 
Instruction information security department. Recovery and restoration procedures will be executed 
while incidents are happening and after incidents have occurred. As part of the incident response 
process a post mortem will be performed to evaluate recovery or restoration activities that were 
implemented and determine improvements that need to be included in an updated version of the 
incident response and recovery plans. 
 
Coordination of activities during incident recovery will be implemented according to the disaster 
recovery plan managed by WEM. A representative from each stakeholder group, as designated 
in the plan, will serve as part of a working group that will coordinate to implement recovery and 
restoration activities. The director of administration for the school district will lead 
this working group. Another representative from each stakeholder group will also serve on a 
public relations working group to ensure all aspects of external and internal communication are 
being covered; the public relations director for the school district will head this working group.  
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APPENDIX B – IT ASSET INVENTORY DETAIL 
 
 

Groups included in asset analysis 
 

§ Teachers 
§ Parents 
§ Students 
§ Administration (Office Staff) 
§ Finance 
§ HR 
§ IT 

 
Explanation of Granted Permissions 
 

§ R – Read permissions: User can only read documents. 
§ W – Write permissions: User can read, create, and save documents. 
§ X – Execute permissions: User can read, create, and save documents; execute programs 

 
 

Criticality Classifications 
 

§ Critical – Cannot be performed manually. Tolerance of interruption is very low. 
§ Vital – Can be performed manually for very short time. 
§ Sensitive – Can be performed manually for a period of time, but may cost more in staff. 
§ Nonsensitive – Can be performed manually for an extended period of time with little additional 

cost and minimal recovery effort. 
Source: Security Planning: An Applied Approach by Susan L ncke (2015) 

Sensitivity Classifications 
 

§ Proprietary – Data protects competitive edge. Data is of critical strategic importance to the 
school. Dissemination could result in serious financial impact. 

§ Confidential – Information protected by FERPA, HIPAA, and breach notification law. Shall be 
available on need-to-know basis only. Dissemination could result in financial liability or 
reputation loss. 

§ Private – Data should be accessible to management or for use with particular parties within the 
school. Could cause internal strife or divulge trade secrets if released. 

§ Public – Disclosure is not welcome, but would not adversely impact the school. 
 

Source: Security Planning: An Applied Approach by Susan L ncke (2015) 
 
 

  















APPENDIX C - CYBER-RELATED DISTRICT POLICIES



Vendor Name 

Blackbaud 

FACTS 

FastDirect 
Communications 
LLC 

Product 

� 

Student 
Information 
System 
(Choice Only) 

Student 
Information 
System 
(Choice Only) 

Student 
Information 
System 
(Choice Only) 

APPENDIX D -APPROVED SUPPLIERS 

Ed-Fi 
Version 

3.x -
(19/20) 

Ed-Fi 
Version 3.x 

- (20/21)

Certified Certified 

Certified Certified 

Certified Certified 

Ed-Fi 
Version 5.x 

- (21/22)

Certified 

Certified 

Participating 

Developing 

Website 

https://www.blackbaud.com 

https://factsmgt.com 

https://www.fastdirectsis.com/ 

Supported 
Feature 

+ Digital Equity
on SIS.
+ Student
Identity
Integration.

+ Immunization
Registry
Integration
+ Digital Equity
on SIS
+ Digital Equity
on Parent
Portal/Online
Registration
Forms.
+ Racial and
Ethnic Subgroups
on Portal/OLR.

+ Digital Equity
on Parent
Portal/Online
Registration
Forms.
+ Digital Equity
on SIS.
+ Racial and
Ethnic Subgroups
on Portal/OLR.

68 

















 76 

*Legend - WISEdata Ed-Fi Certification Status 

Participating • One or more of the following criteria have been met by the 
vendor: 

• - Regular attendance on monthly vendor calls held by DPI 
• - Vendor development team is interacting with DPI on a regular 

basis via email, phone calls, etc. 
• - Vendor responds to DPI questions and requests for status 

updates 

Participating-
Developing 

• DPI is seeing vendor activity in the last 3 months in the vendor 
UAT sandbox environment 

Participating-
Certification 
Testing 

• Integration testing scheduled with DPI, or Integration testing 
with DPI is in process 

Certified • Vendor has passed Wisconsin DPI integration tests for all or at 
least data domains required to be submitted to Wisconsin DPI 
via Ed-Fi integration. 

• Note: Choice-only vendors and specialized vendors are not 
required to complete integration on all possible WI DPI Ed-Fi 
data domains either because they cannot support some domains 
or all domains are not needed because of LEAs supported. 

Read-Only • Vendor is only reading data from WISEdata (LEA has to 
authorize) to pull into their software; no create, update or delete 
of data in WISEdata. See 'Vendor Notes' column for more detail. 

Not Participating 
Yet 

• A new major Ed-Fi release is available to begin development. 
Vendor hasn't participated in use case reviews, other release 
meetings and / or acknowledged they have begun analysis on 
the implementation. This could change, but at this time this is 
the status of the vendor's participation. 

 




